Cambridge State Bank Online Banking is now more Secure than Ever!

Infroducing Premier MFA — Enhanced Online Security!

Cambridge State Bank is proud to deliver the highest level of security for our Online Banking customers.
An additional layer of security is being added to our login process. This will help ensure that your
information is secure, protecting you from fraud and identity theft.

How it works — Premier MFA verifies your identity in two-ways. Every time you log in to Cambridge State
Bank’s Online Banking, the bank identifies you, and it lets you identify the bank using an authentication
image and pass phrase.

To enroll for Premier MFA, follow these steps.

Login by entering your current User ID.

Click SUBMIT.

Enter your current Password.

Click SUBMIT.

Complete the Enrollment Form.

Provide your current Email Address.

Enter a Pass Phrase of your choice for the randomly selected Authentication Image.
Provide answers for three Security Challenge Questions.

Select whether you are logging in with your Personal Computer, or a Public Computer.
Only register Personal Computers that you frequently use and are not available for Public
use.

6. Click SUBMIT.
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Enrollment

Entet poure-rnail addresz: me@web.net
Carfirrn yaur e-rmail address: me@web.net

Image and Phrase
waur Authentication innage:

Your Authentication pass phraser | ©ld Coin
Challenge Questions and Answers

Challenge question 1:  |[Mame of first pet? B

Your answer: | Spot

Waur answer: [ The Englizh Patient

Challenge question 3 [Your favarite book? |3

J
|
Challenge question2: [Your favarite movie? 3]
|
J
|

Waur answer: [ ToKill a Mackingbird

Select one of the following options:
(%) This iz a personal computer, Register it
() Thiz iz a public cormputer, Dor't register it

That's it! The next time you log in, Premier MFA will recognize you and display your Authentication Image
and Pass Phrase.



Log in with Premier MFA

Once you have enrolled for Premier MFA, follow these steps to log in.

1
2.
3.
4

Log in using your current User ID.

Click SUBMIT.

Premier MFA will display an Authentication Image and Pass Phrase.

If they match your Private Image and Pass Phrase, then enter your Password.

NOTE: If the Authentication Image and Pass Phrase DO NOT MATCH ... DO NOT ENTER YOUR
PASSWORD! Start over, or contact Cambridge State Bank at (763) 689-2500 for assistance.
Click SUBMIT.

Step 1: Enter current Access ID

Log In

fccess [Dn |I‘\'1~,'HccessID123 |

Step 2: Confimn image and pass phrase
and enter password

Log In

Authentication image:

0Old Coin

Fassword: [MyPassworddSe |

That's it! You are now securely logged in to Online Banking.

Change your Authentication Image & Pass Phrase

There are over 35,000 images for you to choose from! To select the one that’s right for you, select Options
from the Main Menu. Select Change Security Data. Select an Image from the library. Enter a new Pass
Phrase for the Image. Click SUBMIT. The next time you log in, your new Authentication Image will be
displayed.

Log in from other locations

To log in from a computer other than the one you enrolled with, follow these steps.
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7.

Log in using your current User ID.

Click SUBMIT.

If Premier MFA doesn’t recognize your computer, then correctly answer your Security Challenge
Question and select either Personal or Public Computer.

NOTE: You should only register Personal Computers that you frequently use, and are NOT available
to the Public.

Click SUBMIT.

Premier MFA wiill display an Authentication Image and Pass Phrase.

If they match your Private Image and Pass Phrase, then enter your Password.

NOTE: If the Authentication Image and Pass Phrase DO NOT MATCH ... DO NOT ENTER YOUR
PASSWORD! Start over, or contact Cambridge State Bank at (763) 689-2500 for assistance.

Click SUBMIT.

That's it! You are now securely logged in to Cambridge State Bank’s Online Banking.
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